COMP 656 - GROUP “35 OF 5" INVESTIGATORS
SDCCE NORTH CITY CAMPUS

8355 Aero Dr. San Diego, CA 92123

TEL: 619-388-1800

EMAIL: GROUP 1HALF-OF-5@SDCCD.EDU

The Great Rhino Hunt

Digital Forensic Report

Prepared by:

lirai Costner
Anna Liza Smith
Jose Krasniansky

Specialist Field:
Digital Forensics

On behalf of:

COMP 656 — GROUP “¥: OF 5” Investigators Inc.

Subject matter:
Module 5.9 - Digital Forensics Report



COMP 656 — GROUP “%. OF 5" INVESTIGATORS
Case: The Great Rhino Hunt
Reference Number: 04232023

Table of Contents

I INTRODUCTION/ ROOT CAUSE OF THE EVENT .......uettrirreerressererssssseesessssesssssssesssssssesssssseessssssesssssssessssssesssssasessassssessssasesssssnsessans 2

II. CHRONOLOGY OF EVENTS FOR INCIDENT AND RESPONSE ........coouuiiiiiieeeeeecceesereennnssseeesseeennsssssssssesennnssssssssasssnnnssssssssssnnnnnssnnns 2

Ill. LOCATION AND DESCRIPTION OF EVIDENCE.........cccettttemeeeeeriireeeenseeessereennsssssssseeesnmsssssssssessnnsssssssssesannnssssssssessnnanssssssssssnnnnnssnnns 2

IV. ACTIONS TAKEN BY INVESTIGATORS........cotteeeeuieiiriereennnseeeserreennsssssesserennmssssssssseesnmsssssssssessnnsssssssssssnnnnssssssssessnnansssssssssennnnnsssses 3

1.  WHO GAVE THE ACCUSED A TELNET/FTP ACCOUNT .. iiiiiiei e e 3

2. WHAT’S THE USERNAME/PASSWORD FOR THE ACCOUNT P ....uuuuuuuuuuussssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnssssssssssnsnnnnnns 4

3. WHAT RELEVANT FILE TRANSFERS APPEAR IN THE NETWORK TRACES ? ..vvuuueeeeetitttuiaeeeeesetustinaeeeessssssnnaeeesssssssnnnaesessssssssnnaesssssssssnnnaeessssssnes 4

i rhinol.jpg MD5 hash: d5a83cde0131c3a034€500A3DATADICI.........oeeeueieiaiiieeeet ettt 5

ii. ~ rhino2.jpg MD5 hash: ed870202082e04fd8f54885330U561D35 ........uuueiieeeeieiiiiiiiieeeeiesiitet e e e e e s sesittreaa e e e s esstarraaaesessssraeees 5

jii. ~ rhino3.jpg MD5 hash: b058218ea0060092d4€01ef3A7A3D8LE .......ccouiuueeieiiiieieeee ettt ettt 6

iv.  rhino4.jpg MD5 hash: aa64102afff71093€d61fDI000fEAS2A ..........eeeeeeeieeiee ettt ettt 7

V.  rhino5.jpg MD5 hash: 1e90b7f70b2echb605898524088269029...........eeeeiuueieaiiieeeaeee ettt ettt 8

4. \WHAT HAPPENED TO THE HARD DRIVE IN THE COMPUTER? WHERE IS ITNOW ™ L.uuuuuiieeiiiiiiiieeeeeeeetttiiaeeeeesssesannaeeeessssssnnnnaseesssssssnnnaeessssssees 8

5. WHAT HAPPENED TO THE USB KEY? .uuniieiiiiiiiiiee e e e e eeittieeeeeeeee ettt eeeeeeeeetaaaa e eeeaesaaanaaa e aaaessssnnaaaaesssssannanaeaessssssnnnnaasessssssnnnaeeassessseen 9

6.  WHAT IS RECOVERABLE FROM THE DD IMAGE OF THE USB KEY? .. .iiiiiiiiieieieeiiiiiiiie e e e e et ettteeeeeeesetaateeeeesesetaaaaaaeaeesssasaaanaaessssssannnaeaeaessseen 9

i rhino6.jpg (password: gator) MD5 hash: 6bd0e9bdA4fb4a738fIca4c351A85328 1 ....cccouueeieiiiieieiiie e 10

ii. ~ rhinoZ7.jpg (password: gumbo) MD5 hash: 4d37a1033450b8cc96ffd15648290321 .......cccomuueeeesiieieiieeeeeee e 11

jii. ~ rhino8.jpg MD5 hash: d03dc23d4ec39e4d16da3C46A2932062..............eeeeiieeieiieieeee et 11

iv. ~ rhino9.jpg MD5 hash: 76610b7bdb85€5f65696Af3f7CATTATA ........ccoumueeeeiieeeeeee ettt ettt 11

V.  rhino10.jpg MD5 hash: ca03f2eed3db06a82a8a31D3A3AELA2A..........ccoooueeiieiieieeee ettt 12

vi.  *rhino2.jpg MD5 hash: ed870202082ea4fd8f54885330A561D35 ........ueeeeiuiiieiiee ettt 12

7.  ISTHERE ANY EVIDENCE THAT CONNECTS THE USB KEY AND THE NETWORK TRACES? IF SO, WHAT 2.uutiiitieiiiiieeretieeereiieeeretieessaneerssnneesssnneeses 12

V. ADDENDUIV ....... oo eeececcititteeceeeceeesreeenanssseeesseeennnsssssssseeenmmsssssssseeennnsssssssseesannssssssssseesnnnsssssssseesnnssssssssseesnnnsssssssssesennnsssssenseennn 13

1.  JOURNALENTRIES FOUND IN RHINOUSB.DD WORD DOCUMENT: 1.uuitttuuterttunsertuuseetsneertsnesesssneeesssnssessunseessnesessnneesssnnsesssnessssonesssnnnees 13

2. TOOLS USED FOR INVESTIGATION: tettuuuetuuunserusunserssunsesssuesesssunsesssnnsesssnssesssnssesssnnsssssnseessssssessssssesssnssesssnssesssnseesssnesessnneesssneesssneesnes 15

VI. OTHER NOTEWORTHY EVIDENCE: .........cottiteieuceieiireeieenseeeserrenmnssssesssreenmmsssssssssesnnmssssssssesesnnsssssssssesanssssssssssessnnnssssssssennnnnnes 16

L. P ASSWORD CHANGE ATTEM P S, tetuutetttuseetuunsertuusessuunsesssueesssnsesssneesssnsesssnsesssnssesssssesssnesessnesessnnesessnneeemmoneessuomeeesmmeesraneeeminnees 16

2. 2 LARGE TXT FILES WERE CARVED FROM THE USB DRIVE: c.ituuiiiiiiieiiiiietiiet ettt e esttieeeettiesestuneesssnnsesssnneesssnneesssnssssssnssessnneeessuneessssnneenes 17

3. “GOLDEN" ACCOUNT HACK ATTEMPT: 1uuttttteeeessesururreeeeessssassssseeeessssssssssssssessssssssssssssssssssssnsssssesesssssssssssssessssssssnsssssesssesssnssssseesessnnn 19

A, RHINOLEXE: ttuuetuneesneeuunersneesuneesnesssnessuesssnessnesssnsssssssnssssnsssnesssnsssnesssnsssssssnessnssssnsssnnsssnessssessnssssnessnsssnnessnsessnessnsessnessnsessnessnnesnns 20
Prepared by: Page 1 of 21 Date of Report:

Group “% of 5” Investigators Inc. 2023-04-23



COMP 656 — GROUP “%. OF 5" INVESTIGATORS
Case: The Great Rhino Hunt
Reference Number: 04232023

Digital Forensic Report

l.  Introduction/ Root Cause of the event

The purpose of this report is to provide corroborative evidence of the possession of rhinoceros images above
the legal limit perpetrated by the suspect in the city of New Orleans. The facts and evidence presented within
this report are those within the preparers’ own area of expertise and knowledge and do not extend to matters
and knowledge outside such expertise.

ll.  Chronology of events for incident and response

The network administrator at the University of New Orleans recently alerted police when his instance of
RHINOVORE flagged illegal rhino traffic. It has been concluded that the suspect is the primary user of this
machine in question and is also pursuing his Ph.D. at the University since 1972.

Our team was immediately contacted and tasked to research the data by answering several questions to
validate the crime committed by the suspect.

ll.  Location and description of evidence

Evidence in this case includes a computer and USB key seized from one of the University’s labs. Unfortunately,
the computer had no hard drive. The USB key was imaged and a copy of the dd image is on the CD-ROM has
been provided to us.

In addition to this USB key drive image, three network traces are also available, and were provided by the
network administrator and involve the machine with the missing hard drive.

MD5 hashes for evidence provided by network administrator:
c0d0093eb1664cd7b73f3a5225ae3f30 *rhino.log
cd21eaf4acfb50f71ffff857d7968341 *rhino2.log
7e29f9d67346df25faaf18efcd95fc30 *rhino3.log
80348c58eec4c328ef1f7709adc56a54 *RHINOUSB.dd

The image and trace files were provided in a zip file

loads DFEWS2005-RODEC

Marme

. rhing

. rh- r.::::
B hincd

B rHINOUSE.dd
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Upon an initial FTK Imager extraction, more files were found:
nloads » DFRWS2005-RODEQ

Mame

l [root]

B (unallocated space]
B r=n

B re2

. file system slack
. rhino

. rhinod

. rhino3

B rRHINOUSE.dd

B ver

Running a quick “file” command indicated the following file types:

rhino.log, rhino2.log, rhino3.log are PCAP files
00004, 25604 are ASCII text (from unallocated space)
51204 is data (from unallocated space)

file system slack is data

gumbol.txt is Non-ISO extended-ASCII text
gumbo?2.txt is ISO-8859 text

IV. Actions taken by investigators
We have completed our main objective, which is to provide answers to questions presented by the court. The
following is the list of questions, our findings/evidence, and other notes that may prove helpful or irrelevant:

1. Who gave the accused a telnet/ftp account?
Evidence from the RHINOUSB.dd image revealed a Word document with metadata attached,
through the Autopsy tool. This Word document lists several journal entries, where the last entry
suggests that “Jeremy” gave the accused telnet/ftp account.

OK. Things are getting a little weird. 1 zapped the hard drrve and then threw it into the
Missizsippt Baver. I'm ggppa reformat my USB key after this entry, but try not to destroy
the good stuff 1 need to change the password on the gnome account that Jeremy gave
me. [ can probably just do that at Radio Shacl:
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MD5 hash: Word document - 68059d3355f0138c9fdd7eaa75¢7bc16

2. What’s the username/password for the account?
After investigating a Telnet TCP StreamO, login data is:
username: gnome
password: gnome123

Telnet TCP Stream:

e BS L PLBENSHS LD ANSIL.. .
SunOs 5.9
.......... login: _...............ggnnoommee

Password: gnome12

Login incorrect

login: ggnnoommee

Password: gnome123

Last login: Mon Apr 26 16:47:47 from 137.30.122.253

3. What relevant file transfers appear in the network traces?

After changing the log files to a .pcap extension, we were able to extract the 4 following jpgs, 1 zip and
1 executable files from the network traces through FTP and HTTP transfers. Using the free tool,
fcrackzip, we were able to obtain the password to contraband.zip, which revealed a 5" jpg (rhino2.jpg).

relevant file transfers

rhino.log trace FTP transfer rhinol.jpg

rhino3.jpg

rhino.log trace HTTP transfer | contraband.zip (encrypted)

rhino2.jpg (inside contraband.zip)

rhino2.log trace | HTTP transfer | rhino4.jpg

rhino5.jpg

rhino3.log trace | HTTP transfer | rhino.exe

Hunt/Rhino Hunt files/Download-rhino-pcap/FTP

LIXT 0 <Z1p

PASSWORD FOUND!!!!:
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i. rhinol.jpg
MDS5 hash: d5a83cde0131c3a034e5a0d3bd94b3c9

ii. rhino2.jpg
MD5 hash: ed870202082ea4fd8f5488533a561b35
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iii. rhino3.jpg
MD5 hash: b058218ea0060092d4e01ef3d7a3b815

3] i
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iv. rhino4.jpg
MDS5 hash: aa64102afff71b93ed61fb100af8d52a
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V. rhino5.jpg
MD5 hash: 1e90b7f70b2ecb605898524a88269029

!. -
L& i =
s B
1 -~ Ty | W
Ny, 8 /

4. What happened to the hard drive in the computer? Where is it now?
According to the same journal entry from question 1, the suspect “threw it into the Mississippi River”.

OK. Things are getting a little weird. I zapped the hard drive and then threw it into the
Mizsissippi River. I'm gonna reformat my USB key after this entry, but try not to destroy
the good stuff. I need to change the password on the gnome account that Jeremy gave
me. [ can probably just do that at Radio Shack.

Another item possibly relevant to the question is based solely on context clues from the entry. This
entry may have been written shortly after the action was done. Metadata from our Autopsy tool reveals
that the last modification date for this Word document is August 9, 2005:
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£

Hex Text Source File Metadata Data Artifacts Annotations Other Occurrences
Result: 1 of 1 Result

Type Value

Organization University of New Orleans

Date Modified 2005-05-09 11:40:00 GMT+02:00

Program Mame Microsoft Office Word

Date Created 2005-05-09 11:17:00 GMT+02:00

User ID MOWAY MAM MO WAY MAMN MO WAY.

Owner MO WAY MAN MO WAY MAN MOWAY.

Source File Path Jfimg_RHIMOUSE. dd/$CarvedFiles/1/f0334472_She_died_in_February_at_the_age_of 74.doc

Artifact ID -9223372036854775806

5. What happened to the USB key?
According to the same journal entry from question 1, the suspect reformatted the USB key after the
entry was written (see question 4 for metadata retrieved for date), but the “good stuff” wasn’t

destroyed. Action was probably performed at Radio Shack.

OE. Things are getting a little weird. I zapped the hard drive and then threw it into the
Miszizsippt River. I'm gonna reformat my USB key after this entry, buf try not to destroy
the good stuff. I need to change the password on the gnome account that Jeremy zave
me. [ can probably just do that at Radio Shaclk

6. What is recoverable from the dd image of the USB key?
There was a total of 5 rhino images that were recovered from the dd image of the USB key, 2 of which
were encoded into alligator images with a password required to decode.

Notable files found: ‘ folder:

rhino6.jpg RHINOUSB.dd (from alligatorl.jpg - pw: gator)
rhino7.jpg RHINOUSB.dd (from alligator2.jpg - pw: gumbo)
rhino8.jpg RHINOUSB.dd

rhino9.jpg RHINOUSB.dd

rhino10.jpg RHINOUSB.dd

rhino2.jpg RHINOUSB.dd (and contraband.zip from log trace)
Word document RHINOUSB.dd
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Utilized the stegdetect tool to determine which images have this hidden image encoded, after which
point, jphs tools were used to decode the alligator images.

Lraneous

r rules.ini -t p -
1 embedd

rrules.ini -t p -

d 1 embeddin

rhino6.jpg (password: gator)
MD5 hash: 6bd0e9bd4fb4a738f9ca4c351a853281
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ii. rhino7.jpg (password: gumbo)
MD5 hash: 4d37a1033450b8cc96ffd1564829d321

iii. rhino8.jpg
MD5 hash: d03dc23d4ec39e4d16da3c46d2932d62

iv. rhino9.jpg
MD5 hash: 76610b7bdb85e5f65e96df3f7e417a74
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V. rhino10.jpg
MD?5 hash: ca03f2eed3db06a82a8a31b3a3defa24

vi. *rhino2.jpg
MD5 hash: ed870202082ea4fd8f5488533a561b35

7. Is there any evidence that connects the USB key and the network traces? If so, what?
Yes, rhino2.jpg (with same MDS5 hash) was present in both the USB key and network traces.

Prepared by: Page 12 of 21 Date of Report:
Group “% of 5” Investigators Inc. 2023-04-23



COMP 656 — GROUP “%. OF 5" INVESTIGATORS
Case: The Great Rhino Hunt
Reference Number: 04232023

V. Addendum
1. Journal entries found in RHINOUSB.dd Word document:

alternative was regret. It wasn't her fault that T didn't go to the drugstore... And then
getting her to arrange a time with Lynn, so that I can tell her just with me and T3] there.

We were walking from the restaurant to the Irish pub, and whe did we mn into? Then we

Back in March I did a prezentation at a research conference held at UC Irvine and
presented by the Honors Transfer Council of California.

My mother and I have a unique relaticnship. Chasing Amy - ¥whimpers* By all accounts
1 should have liked this film Their relationship was a failure! All other IB families are
trving to keep their kid in [B_ tryving to encourage their kid to do good - mine is trying to
make me quit. Anyway, this one is someone she was involved with in high school who
zays he's been trying to find her all these years and finally tracked her down. S0 seeing
how I am scared of pitch black darkness I got up and was trying to see what made the
power go out, and myv parents got up and joined me with flashlights and candles. I handed

uze the damn computer. He turned back to me, completely sober, completely serious and
replied - Wo, I don't dislike you, I'm just scared of vou.' I stared at him in disbelief for a
moment or two of three - scared of me?

There truly are buckets of phenomenal things to be amazed by, and thantful for.
Stocklos and Andrew were only there for one of the nights Twas.

Then there was cne dth of July when we had just moved to a big new house in the
country & we were flat busted, so we had no funds to celebrate. But Jon and been
watching the encounter and remained at bay purposely ip_order to let me sav what I had
to say to Andrew. I am so excited about the trip__. and o excited that Jen and Nicole are
going. .. and 30 excited that we are going to both Wolves games while we are there. And
zhe attempted lying to me about going Hong Kong together. And look, it's very difficult
to wirk both sides of the aisle.

It might last. MILLER, who actually taught my HIS 102 class last semester, and he was
the last class I had last time, and the first class this time.

T'we been so caught up in all this craziness going on and such!
Thiz can be a very uncomfortable moment if someone walks in and busts you.

T haven't brought it up to Amanda but Stephen knows how uncomfortable it iz, It's all
uncomfortable and awlkoward.
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And it's so easy, we're an Irish family and all that implies.

S0 in honor of better times: heres something I wrote a year ago, a moment from a night
that Brady and [ spent together last winter...

Sarah and I took a break after extensive arguing, where she procesded to date my closest
friend and housemate from hiami After much haranguing from my father, moy sisters,
brother, sueces and I begrudgingly agreed to sing carols and whatnot, in unizon and
harmony, at cur fjjge Christmasz party under the name, The Family Songsters. You know,
what will people remember vears from now as hip?

All the card schools in every corner of the earth - and all that's in between - are they just a
game of chance? This was foretold and all that zoes along with it. T always had the
feeling that he was going to tum on me one day and that I was being set up for the lall,

BUSY when I glanced up and saw the SN glaring at me from the new window. .. And
then getting her to arrange a time with Lynn so that T can tell her just with me and Tal
there. Itz quite a good show, although there are some problems with it um_ guys, could
you lay off on the slow-motion-with-morbid-period-appropriate-soundtrack routine when
tving up the end of the epizsode? Had a session with mv therapizt, Kim_ on Mondav az per
usual. To spend some time with friends? At heart and core were a lot alike, we just get
there at slightly different ways zome times. Science has proven that people of different
races are that wayv becawse of the climate.

Mot many people got the angle T did during the ceremony, to see the way they were
smiling, the way that they looked at each other, but if anyone was dense encugh to miss it
before, they would have fizured it out from seeing that. I feel, so, =0 what's the word... ah
ves annoyed with people who think that | 2m something that I'm not when { barely even
know them. I was told I bird walk, it means like, talling about something, going off on a
tangent and talking about something completely different, then going back to what | was
talking about before like I haven’t been ranting about something elze for the last 3
minutes. A complete 130 from last week and the week before, I thinlk it has something to
do with the fact I haven't seen/talked to Gus since last Tuesday.

In a way I don't even want to write here ggs she might come and read it then not write
herself but at the same time I've been thinking in diary entry since about 10:30pm when
the distractions stopped.

I don't know what to zav to him.

I don't know what I'll be feeling tomerrow night at this time, all alone with no cable and
no gas and no internet access, but thats oloay.
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Feeling certain there was a curse upon my head, T gave up. returned home, and took a
shower.

Do vou have to be a gold member to put in backeround pige??

A little backzround: When I was 14, T had eye surgery to correct a birth defect. When 1
called them the other day to find out when they were open, I got someone very, very
stern. And they sent a snotty fool down from Buffalo to run the store. However, aftera
while of dealing with her crap, manacement decided they wanted some more room in the
store to put..whatever. What's the point.

Most of the rides we wanted to take were zold out, but we got to ride on a tall ship from
3-3, which iz exactly what we wanted. I found this site that is full of surveys through

some people who are now obzessed with the site.

Ehino pictures illegal? Makes me sick. I “hid” the photos. . hehehehe. Apparently, if
there are less than 10 photos, it’s no big deal.

OFK. Things are getting a little weird. I zapped the hard drive and then threw it into the
Mizsizssippi River. I'm gppna reformat my USE key after this entry, but try niot to destroy
the good stuff. I need to change the password on the gnome account that Jeremy gave
me. I can probably just do that at Radic Shacl:

2. Tools used for investigation:

List of tools

FTK Imager stegdetect/stegbreak to jphs

Autopsy
Wireshark
fcrackzip (Linux)

stegdetect/stegbreak
iphs (jphide and jpseek)
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VI. Other noteworthy evidence:
1. Password change attempts:

OEK. Things are getting a little weird. I zapped the hard drive and then threw it into the
Mississippt River. I'm gonna reformat my USEB key after this entry, but try not to destroy
the good stuff. Ineed to change the password on the gnome account that Jeremy zave
me. I can probably just do that at Radio Shacle

cook: [gnome]% ppaasssswwdd

passwd: Changing password for gnome
Enter existing login password: gnomel23

New Password: gnomel234
passwd: 0ld and new passwords must differ by at least 3 positions.

Please try again
New Password: gnomel2345

Re-enter new Password: gnomel2345

Permission denied
cook: [gnome]$ llooggoouutt

ksh: logout: not found
cook:[gnome]$ lloogguu.. .oouutt

ksh: logout: not found
cook: [gnome]$ eexxiitt

logout
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2. 2 large txt files were carved from the USB drive:

L Datzbaszes [0) TaD= | Thumbnal
. Documents
L HM™M @
Office (1) MName Location 5 C a Modified Time CH
PDF (0) .7 f0106360. et 1f010
Piain Text (124) ¥ fOD00D00.bet  fimg_RHINOLISE, delf4CarvedFilesf1 /0000000, bt 1 0000-00-0000:00:00 OO
Rich Text (0)
Executable
.exe (0)
i (o) <
.bat (0)
.emd (0) Hex Text File Metadata Annotations  Other O
.com (0} Page: 1 of 7129 Page > Go to Page: | Jump to Offset
application 0x00000000: 43 48 41 52 4C 45 45 0R 43 48 41 52 4C 45 45 0R  CHARLIE CHARLTE.
L maword (1) 0x00000010: 43 48 41 52 4C 45 45 OR 43 42 41 52 4C 49 45 0R  CHARLIE CHARLTE.
image 0x00000020: 43 48 41 52 4C 45 45 OR 43 48 41 52 4C 49 45 0R  CHARLIE CHARLIE.
af (2) 0x00000030: 43 48 41 52 4C 45 45 OR 43 42 41 52 4C 49 45 0A  CHARLIE.CHARLIE.
JDEQG"}I 0x00000040: 43 43 41 52 4C 45 45 0OA 43 438 41 52 4C 435 45 o0& CHARLIE .CHARLIE.
0x00000050: 43 48 41 52 4C 45 45 0R 43 48 41 52 4C 45 45 0R  CHARLIE CHARLTE.
> text 0x000000€0: 43 48 41 52 4C 45 45 OR 43 42 41 52 4C 49 45 0R  CHARLIE CHARLIE.
-y Deleted Files 0x00000070: 43 48 41 52 4C 45 45 OR 43 48 41 52 4C 49 45 0R  CHARLIE CHARLIE.
¥ File System (@) 0x00000020: 43 48 41 52 4C 45 45 OR 43 42 41 52 4C 49 45 0A  CHARLIE.CHARRLIE.
% All {132}' 0x00000050: 43 43 41 52 4C 45 45 0OA 43 438 41 52 4C 435 45 o0& CHARLIE .CHARLIE.
£} MB File Size 0x000000a0: 42 48 41 52 4C 45 45 0R 43 42 41 52 4C 45 45 0A  CHARLIE CHARLIE.
...MB 50 - 200MB (2) 0x000000b0: 43 48 41 52 4C 45 45 OR 43 42 41 52 4C 49 45 0R  CHARLIE CHARLIE.
ME 200ME - 168 () 0x000000c0: 43 48 41 52 4C 45 45 OR 43 48 41 52 4C 49 45 0R  CHARLIE CHARLIE.
MB 1GB+(U) 0x000000d0: 43 43 41 52 4C 45 45 0OA 43 438 41 52 4C 435 45 o0& CHARLIE .CHARLIE.
) 0x000000e0: 43 48 41 52 4C 45 45 0R 43 48 41 52 4C 45 45 0R  CHARLIE CHARLTE.
B pats artiacts 0x000000£0: 42 48 41 52 4C 45 45 0A 43 48 41 52 4C 45 45 0A  CHARLIE CHARLIE.
/> Metadata (1) 0x00000100: 43 48 41 52 4C 45 45 OR 43 42 41 52 4C 49 45 0R  CHARLIE CHARLIE.
E1-C Analysis Results 0x00000110: 43 48 41 52 4C 45 45 OR 43 48 41 52 4C 49 45 0R  CHARLIE CHARLIE.
E‘ \ KEYWDI'dHItS{Z) 0x00000120: 43 43 41 52 4C 45 45 0OA 43 438 41 52 4C 435 45 o0& CHARLIE .CHARLIE.
A Single Literal Keyword Search {0) 0x00000130: 43 48 41 52 4C 45 45 0R 43 48 41 52 4C 45 45 0R  CHARLIE CHARLTE.
Single Regular Expression Search i |0x00000140: 43 43 41 52 4C 45 45 OR 43 48 41 52 4C 45 45 0&  CHARLIE. CHRRLIE.
Email Addresses (2) 0x00000150: 43 48 41 52 4C 45 45 OR 43 48 41 52 4C 49 45 0R  CHARLIE CHARLIE.
B ()o2AZ09%: \J+(\ [z |FO0909160: 43 48 4152 4C 45 45 OA 43 45 41 52 4C 45 45 OR  CHARLIE.CHARLIE.
T oA ; . 0x00000170: 43 43 41 52 4C 45 45 0OA 43 438 41 52 4C 435 45 o0& CHARLIE .CHARLIE.
“ U\ philg@mit.edu (2) 0x00000180: 43 48 41 52 4C 45 45 OR 43 48 41 52 4C 45 45 0R  CHARLIE.CHARLIE.
""" Eg 05 Accounts 0x000001S0: 43 48 41 52 4C 45 45 OR 43 42 41 52 4C 49 45 0R  CHARLIE CHARLIE.
(-(8] Tags 0x000001a0: 43 48 41 52 4C 45 45 OR 43 48 41 52 4C 49 45 0R  CHARLIE . CHARLIE.
----- 5 Reports 0x000001b0: 43 48 41 52 4C 45 45 OR 43 42 41 52 4C 49 45 0A  CHARLIE.CHARLIE.
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COMP 656 — GROUP “%. OF 5" INVESTIGATORS
Case: The Great Rhino Hunt
Reference Number: 04232023

L Databases (0) 7| Table  Thumbnail
~. Documents
HTML {0)
Office (1) Name Location 5 C o] Madified Time Chg
PDF (0) yﬂ f106360. tet fimg_RHIMCUSE. ddj$CarvedFiles1f01 06360, bt 1 0000-00-00 00:00:00 000
Plain Text (124) 0000000, et | fimg_RHIN
Rich Text {0)
| Executable
..... h .exe (0)
----- L dm <
..... h bat (0)
""" K omd(0) Hex  Text File Metadata Annotations Other Ocd
""" & .com (0) Page: 1 of 3235 Page S GotoPage: |1 Jump to Offset L
By MIME Type
* application 0:x00000000: 52 52 59 0A 53 4F 52 52 59 OA 53 4F 52 52 59 0& RARY.SORRY . SORAY .
L msword (1) 0x00000010: 53 4F 52 52 55 0& 53 4F 52 52 55 0& 53 4F 52 52 SORRY . SORRY. SORR
image 0x00000020: 55 Ok 53 4F 52 52 55 Oh 53 4F 52 52 55 O& 53 4F ¥ .SORRY . SORRY. S0
L of@ 0x00000030: 52 52 55 O 53 4F 52 52 55 O& 53 4F 52 52 55 02 RRY.SORRY . SORRY.
L pea 0x00000040: 53 4F 52 52 55 O& 53 4F 52 52 55 0& 53 4F 52 52 SORRY . SORRY . SORR
0x00000050: 55 O& 53 4F 52 52 55 0& 53 4F 52 52 53 0& 53 4F ¥ _SORRY . SORRY. S50
o text 0x000000£0: 52 52 53 0L 53 4F 52 52 5% 0L 53 4F 52 52 59 0Z DRY . SORRY . SORRY .
ey  Deleted Fies 0x00000070: 53 4F 52 52 55 O& 53 4F 52 52 55 OA 53 4F 52 52 SORRY . SORRY . SORR
y,_ File System (0) 0:x00000080: 59 OR 53 4F 52 52 59 OR 53 4F 52 52 55 0A 53 4F Y _SCRRY . SORRY . S0
w  Al{132) 0x00000050: 52 52 55 02 53 4F 52 52 53 0& 53 4F 52 52 35 0& RRY.SORRY . SORRY.
L+ MB File Size 0x000000a0: 53 4F 52 52 53 0L 53 4F 52 52 53 0L 53 4F 52 52 SORRY . SORRY . SORR
MB 50 - 200MB (2) 0x000000k0: 55 OR 53 4F 52 52 55 OA 53 4F 52 52 55 OR 53 4F ¥.SORRY . SORRY. S0
MEB 200ME - 168 (0) 0x=000000c0: 52 52 55 O& 53 4F 52 52 55 0O& 53 4F 52 52 55 0& RARY.SORRY . SORAY .
MB 1G5+ (0) 0x000000d0: 53 4F 52 52 55 0& 53 4F 52 52 55 0& 53 4F 52 352 SORRY . SORRY. SORR
] 0x000000e0: 53 OL 53 4F 52 52 53 0L 53 4F 52 52 59 0L 53 4F ¥ _SORRY . SORRY . S0
E Data Artifacts 0x000000£0: 52 52 55 O 53 4F 52 52 55 O& 53 4F 52 52 55 02 RRY.SORRY . SORRY.
4> Metadata (1) 0x00000100: 53 4F 52 52 55 O& 53 4F 52 52 55 0& 53 4F 52 52 SORRY . SORRY . SORR
:_K Analysis Results 0x00000110: 55 OR 53 4F 52 52 55 0& 53 4F 52 52 55 0& 53 4F Y _SCRRY . SORRY. SO
B\ Keyword Hits (2) 0x00000120: 52 52 5% OA 53 4F 52 52 55 Ok 53 4F 52 52 5% 0& DRY.SORRY . SORRY.
L single Literal Keyword Search (0) 0x00000130: 53 4F 52 52 55 O& 53 4F 52 52 55 0A 53 4F 52 52 SORRY . SORRY . SORR
4 Single Regular Expression Search (1 |0x00000140: 55 OR 53 4F 52 52 53 OR 53 4F 52 52 53 OR 53 4F ¥ _SORRY . SORRY. S0
B O\ Email Addresses (2) 0x00000150: 52 52 55 0& 53 4F 52 52 55 0& 53 4F 52 52 55 0& RRY.SORRY . SORRY.
GO0 (\)a-2AZ0-9%+ \J+{\ [z |CXODDODLED: S3 4F S2 52 S5 DA 53 4F S22 S3 DA 53 4F 52 52 SORRY . SORRY. SORR
e o o 0x00000L70: 55 OR 53 4F 52 52 55 OA 53 4F 52 52 55 O& 53 4F ¥.SORRY.SORRY.SO
"\ phig@mit.edu (2) 0x00000L80: 52 52 55 O 53 4F 52 52 55 O& 53 4F 52 52 55 02 RRY.SORRY . SORRY.
Fal 05 Accounts 0x00000150: 53 4F 52 52 55 O& 53 4F 52 52 55 0& 53 4F 52 52 SORRY . SORRY . SORR
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3. “Golden” account hack attempt:
Telnet TCP streams show suspect trying to hack into user “Golden” ‘s account. 2 names notable:

COMP 656 — GROUP “%. OF 5" INVESTIGATORS
Case: The Great Rhino Hunt
Reference Number: 04232023

Prepared by:
Group “% of 5” Investigators Inc.

Georgia and John:

Telnet TCP Stream1:

N #'$ P(__#'$#% " # S ANSL. '
Sun0Os 5.9

.......... login: ..................ggoollddeenn

Password: kkkkk

Login incorrect

login: ggoollddeenn
Password: helovessubaru
Login incorrect

login: AD_.

Telnet TCP Stream?2:

R #'$ P #'$#8% ' #. 5 __ANSIL_ '
SunO559
.......... login: ..............._.ggnnoommes

Password: gnome123

Last login: Mon Apr 26 17:23:39 from 137.30.122 253

Sun Microsystems Inc. SunOS 5.9 Generic May 2002
You have new mail.

gnome  pts/8 Apr 26 17:24 (137.30.122.253)
Todayis ... Mon Apr 26 17:24:34 CDT 2004
Your system identification is __uid=2287(gnome) gid=2000(cscistu)
Your terminal address is ... /dev/pts/8
Your current directory is .. /home/gnome
Your file creation mask is . 022
Your server name is ... cook
Processor ...................... sparc
Operating System _............... sun solaris v5.9

cook:[gnome]$ ccaatt >> JJOOHHNNRREEAADDMMEE
|l ttrriieedd ttoo hhaacckk GGoollddeennss aaccccoouunntt uu.. bbuutt tthhee
ppaasssswwoorrdd wwaass wwrroonngg..

—GGeeoorrggee.. iaa
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COMP 656 — GROUP “%. OF 5" INVESTIGATORS
Case: The Great Rhino Hunt
Reference Number: 04232023

4. rhino.exe:
Only notable because of the filename, this executable file may be irrelevant.
MD5 hash: d62d9989535c4c8db14e50b58c9f25a0

Investigating through HTTP stream reveals it was a google search:

https://www.google.com/search?q=rhino.exe&hl=en&Ir=&ie=UTF-8&0e=UTF-
8&sa=N&tab=wi&tbm=isch

A Wireshark - Follow HTTP Stream (tcp.stream eq 0) - rhino3.pcap el

function clk(n,el) {if(document.images){(new Image()).src="/url?sa=T&start="+n+"&ur1l="+escape(el.href);}return true;}
[f-->

</script>

<script>

<l--

function ga(o,e){if (document.getElementById){a=o0.1id.substring(1); p = "";r = "";g = e.target;if (g) { t = g.id;f
g.parentNode;if (f) {p = f.id;h = f.parentNode;if (h) r = h.id;}} else{h = e.srcElement;f = h.parentNode;if (f) p
f.id;t = h.id;}if (t==a || p==a || r==a) return true;location.href=document.getElementById(a).href}}

ff--=

</script>

</head><body bgcolor=#ffffff onLoad="document.gs.reset()" topmargin=2 marginheight=2><table border=8 cellpadding=@
cellspacing=0><tr><td valign=top><a href=http://www.google.com/webhp?hl=en><img src=images/logo_sm.gif width=15@
height=55 alt="Go to Google Home" border=0 vspace=12></a></td><td=&nbsp;&nbsp;</td><td valign=top=><table
cellpadding=0 cellspacing=0 border=8><tr><td colspan=2 height=14 valign=bottom=<script><!--

function gqs(el) {if (window.RegExp && window.encodeURIComponent) {var ge=encodeURIComponent(document.gs.q.value);if
(el.href.index0f("q=")!=-1) {el.href=el.href.replace(new RegExp("q=["&$]*"),"q="+qe);} else {el.href+="&q="+qe;}}
return 1;}

/fo-->

</script><table border=0 cellpadding=4 cellspacing=0><tr><td class=g><font size=-1><font color=#000000><b>Web</b></
font>&nbsp; &nbsp;&nbsp; &nbsp;<a id=tla class=q href="http://images.google.com/images?
g=rhino.exe&hl=en&lr=&ie=UTF-8&oe=UTF-8&sa=N&tab=wi" onClick="return gs(this);">Images</a>&nbsp;&nbsp;&nbsp;&nbsp;<a
id=t2a class=q href="http://groups.google.com/groups?q=-[JElHEaa&h1=en&lr=&ie=UTF-8&oe=UTF-8&sa=-N&tab=wg"
onClick="return gs(this);">Groups</a>&nbsp;&nbsp;&nbsp;&nbsp;<a id=t4a class=q href="http://news.google.com/news?
g=rhino.exe&hl=en&lr=&ie=UTF-8&oe=UTF-8&sa=N&tab=wn" onClick="return gs(this);">News</a>&nbsp;&nbsp;&nbsp;&nbsp;<a
id=t5a class=q href="http://froogle.google.com/froogle?q=rhino.exe&hl=en&lr=&ie=UTF-8&oe=UTF-8&sa=-N&tab=wf"
onClick="return gs(this);">Froogle</a><sup><a href="http://froogle.google.com/froogle?
g=rhino.exe&hl=en&lr=&ie=UTF-8&oe=UTF-8&sa=N&tab=wf" style="text-decoration:none;" onclick="return gs(this);"=<font
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