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Digital Forensic Report         
I. Introduction/ Root Cause of the event 
The purpose of this report is to provide corrobora�ve evidence of the possession of rhinoceros images above 
the legal limit perpetrated by the suspect in the city of New Orleans. The facts and evidence presented within 
this report are those within the preparers’ own area of exper�se and knowledge and do not extend to maters 
and knowledge outside such exper�se.  

 

II. Chronology of events for incident and response 
The network administrator at the University of New Orleans recently alerted police when his instance of 
RHINOVORE flagged illegal rhino traffic. It has been concluded that the suspect is the primary user of this 
machine in ques�on and is also pursuing his Ph.D. at the University since 1972. 

Our team was immediately contacted and tasked to research the data by answering several ques�ons to 
validate the crime commited by the suspect. 

III. Location and description of evidence 
Evidence in this case includes a computer and USB key seized from one of the University’s labs. Unfortunately, 
the computer had no hard drive. The USB key was imaged and a copy of the dd image is on the CD-ROM has 
been provided to us. 

In addi�on to this USB key drive image, three network traces are also available, and were provided by the 
network administrator and involve the machine with the missing hard drive. 
 
MD5 hashes for evidence provided by network administrator: 
c0d0093eb1664cd7b73f3a5225ae3f30 *rhino.log  
cd21eaf4ac�50f71ffff857d7968341 *rhino2.log  
7e29f9d67346df25faaf18efcd95fc30 *rhino3.log  
80348c58eec4c328ef1f7709adc56a54 *RHINOUSB.dd  
The image and trace files were provided in a zip file 
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Upon an ini�al FTK Imager extrac�on, more files were found: 

 

Running a quick “file” command indicated the following file types:  

rhino.log, rhino2.log, rhino3.log are PCAP files 
00004, 25604 are ASCII text (from unallocated space) 
51204 is data (from unallocated space) 
file system slack is data 
gumbo1.txt is Non-ISO extended-ASCII text 
gumbo2.txt is ISO-8859 text 

IV. Actions taken by investigators 
We have completed our main objec�ve, which is to provide answers to ques�ons presented by the court. The 
following is the list of ques�ons, our findings/evidence, and other notes that may prove helpful or irrelevant: 

1. Who gave the accused a telnet/�p account? 
Evidence from the RHINOUSB.dd image revealed a Word document with metadata atached, 
through the Autopsy tool. This Word document lists several journal entries, where the last entry 
suggests that “Jeremy” gave the accused telnet/�p account.  
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 MD5 hash: Word document - 68059d3355f0138c9fdd7eaa75e7bc16 

2. What’s the username/password for the account? 
A�er inves�ga�ng a Telnet TCP Stream0, login data is: 
username: gnome 
password: gnome123  

 

3. What relevant file transfers appear in the network traces? 
A�er changing the log files to a .pcap extension, we were able to extract the 4 following jpgs, 1 zip and 
1 executable files from the network traces through FTP and HTTP transfers. Using the free tool, 
fcrackzip, we were able to obtain the password to contraband.zip, which revealed a 5th jpg (rhino2.jpg).  
 

relevant file transfers 
rhino.log trace FTP transfer rhino1.jpg 
    rhino3.jpg 
rhino.log trace HTTP transfer contraband.zip (encrypted) 
    rhino2.jpg (inside contraband.zip) 
rhino2.log trace HTTP transfer rhino4.jpg 
    rhino5.jpg 
rhino3.log trace HTTP transfer rhino.exe 
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i. rhino1.jpg  
MD5 hash: d5a83cde0131c3a034e5a0d3bd94b3c9 
 

 

ii. rhino2.jpg  
MD5 hash: ed870202082ea4fd8f5488533a561b35 
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iii. rhino3.jpg  
MD5 hash: b058218ea0060092d4e01ef3d7a3b815 
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iv. rhino4.jpg  
MD5 hash: aa64102afff71b93ed61�100af8d52a 
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v. rhino5.jpg  
MD5 hash: 1e90b7f70b2ecb605898524a88269029 

 

4. What happened to the hard drive in the computer? Where is it now? 
According to the same journal entry from ques�on 1, the suspect “threw it into the Mississippi River”.  

 

 
 

Another item possibly relevant to the ques�on is based solely on context clues from the entry. This 
entry may have been writen shortly a�er the ac�on was done. Metadata from our Autopsy tool reveals 
that the last modifica�on date for this Word document is August 9, 2005:  
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5. What happened to the USB key? 
According to the same journal entry from ques�on 1, the suspect reformated the USB key a�er the 
entry was writen (see ques�on 4 for metadata retrieved for date), but the “good stuff” wasn’t 
destroyed. Ac�on was probably performed at Radio Shack.  

 

6. What is recoverable from the dd image of the USB key? 
There was a total of 5 rhino images that were recovered from the dd image of the USB key, 2 of which 
were encoded into alligator images with a password required to decode.  
 

Notable files found:  folder: 
rhino6.jpg RHINOUSB.dd (from alligator1.jpg - pw: gator) 
rhino7.jpg RHINOUSB.dd (from alligator2.jpg - pw: gumbo) 
rhino8.jpg RHINOUSB.dd 
rhino9.jpg RHINOUSB.dd 
rhino10.jpg RHINOUSB.dd 
rhino2.jpg RHINOUSB.dd (and contraband.zip from log trace) 
Word document RHINOUSB.dd 
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U�lized the stegdetect tool to determine which images have this hidden image encoded, a�er which 
point, jphs tools were used to decode the alligator images.  

 

 

i. rhino6.jpg (password: gator)  
MD5 hash: 6bd0e9bd4�4a738f9ca4c351a853281 
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ii. rhino7.jpg (password: gumbo) 
MD5 hash: 4d37a1033450b8cc96ffd1564829d321 
 

 

iii. rhino8.jpg  
MD5 hash: d03dc23d4ec39e4d16da3c46d2932d62 

 

iv. rhino9.jpg  
MD5 hash: 76610b7bdb85e5f65e96df3f7e417a74 
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v. rhino10.jpg  
MD5 hash: ca03f2eed3db06a82a8a31b3a3defa24 

 

vi. *rhino2.jpg  
MD5 hash: ed870202082ea4fd8f5488533a561b35 

 

7. Is there any evidence that connects the USB key and the network traces? If so, what? 
Yes, rhino2.jpg (with same MD5 hash) was present in both the USB key and network traces.  
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V. Addendum 
1. Journal entries found in RHINOUSB.dd Word document:  
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2. Tools used for inves�ga�on: 
List of tools 

FTK Imager stegdetect/stegbreak to jphs 

Autopsy 
Wireshark 
fcrackzip (Linux) 
stegdetect/stegbreak 
jphs (jphide and jpseek) 
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VI. Other noteworthy evidence: 
1. Password change atempts: 
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2. 2 large txt files were carved from the USB drive: 
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3. “Golden” account hack atempt: 
Telnet TCP streams show suspect trying to hack into user “Golden” ‘s account. 2 names notable: 
Georgia and John: 
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4. rhino.exe:  
Only notable because of the filename, this executable file may be irrelevant. 
MD5 hash: d62d9989535c4c8db14e50b58c9f25a0 

 

Inves�ga�ng through HTTP stream reveals it was a google search:  

htps://www.google.com/search?q=rhino.exe&hl=en&lr=&ie=UTF-8&oe=UTF-
8&sa=N&tab=wi&tbm=isch  
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