
 

  

Group “½ of 5” 

The Rupert Case 
GROUP 5.8 ASSIGNMENT 
ANNA LIZA SMITH, IIRAI COSTNER, JOSE KRASNIANSKY 



5.8 Group Assignment 
The Rupert Case 

Group “½ of 5”: Smith, Costner, Krasniansky 

1. Why is it important to take note of the hash value of the drive image?  
What function does it serve?  
 
Taking note of the hash value of the drive image is crucial for ensuring the integrity of 
data, maintaining its admissibility in court, and enabling traceability and accountability 
in the forensic analysis. 
 
It serves as a digital fingerprint (like a single leter in a document) by genera�ng a unique 
fixed-size value for the given input data. Any changes to the input data will result in a 
different hash. The func�on of this digital fingerprint is to ensure the integrity and 
authen�city of the data, confirming a copy or clone of the image is iden�cal to the 
original, without any changes or tampering. 
 
As an example, JK created a txt file named “has1.txt” and pulled its MD5 hash:  

 
 
When the contents of the file was modified, it produced a different MD5 hash:  

 
 
For this Rupert Case group assignment, we’ve noted the different hashes below, along 
with a screenshot for MD5:  
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MD5:�3e88027e8fce90a2287b9ec4f2647e 
SHA1:59af595�5367efc9a45c5a0194629f5ab9944c 
RIPEMD160:de2f940f8af63faefcda9e06195966ec4c108f9d 
CR32:e0a45e70 

2. What kinds of important metadata are usually collected in a disk image 
such as this one? How can this metadata shape your investigation? 

Metadata refers to the data that describes the attributes of a file or document. It can be 
found in many types of files on a hard drive, such as images, documents, videos, and 
audio recordings. By examining the metadata, we can often obtain important 
information about the file, including when it was created, who created it, and what 
software was used to create it. 

 
For example, in a picture, we can find metadata that tells us where and when the 
picture was taken, what type of camera was used, and who owns the device that took 
the picture. Similarly, in a document, we can find metadata that tells us who created the 
document, when it was last edited, and what software was used to create it. 
 
Commonly used computer metadata collected in a disk image includes: 

a. File System Metadata: File atributes can indicate if a file is hidden, read-only, 
compressed, or modified. Timestamps can provide informa�on on when files 
were created, modified, or accessed. File size informa�on can help iden�fy 
poten�ally suspicious files that are significantly larger or smaller than expected. 
File system metadata, such as the file alloca�on (FAT) or master file table (MFT), 
can provide informa�on about the file system structure and can help iden�fy 
deleted files or hidden data. 

b. Deleted Files Metadata: When a file is deleted from a USB drive, it is not 
immediately removed from the device. Instead, the file system removes the 
reference to the file from the file allocation table, making the file inaccessible to 
the user. However, the file content remains on the device until it is overwritten 
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by new data. Metadata about deleted files can provide valuable information 
about the data that was once present on the device. 

c. User Account Information: This metadata can include usernames, passwords, 
and other account-related information that can be used to identify who accessed 
the USB drive and when. 

d. System Metadata: This includes system-level information such as the hardware 
configuration of the USB device, the operating system version, and other system 
settings that can provide additional context to an investigation. 
 

The metadata collected from a USB drive image can shape an investigation by providing 
valuable insights and assist in piecing together the events leading up to a particular 
incident. Forensic inves�gators can glean informa�on from the data on a disk image and 
iden�fy poten�ally relevant files and directories. They can recover deleted data or 
iden�fy data that has been hidden or tampered with. 

3. When it comes to keeping this disk image secure, what sort of preservation 
techniques would you recommend? 
 
Here are some preservation techniques that we would recommend: 

a. Write-Protect the Original Device: Write protec�on prevents accidental or 
inten�onal modifica�ons and can be achieved through various means, such as 
se�ng the file atribute to read-only or using write-blockers. 

b. Store the Image in a Secure Location: Storage should be on a secure, write-
protected device in a controlled environment to prevent physical damage, and 
only authorized individuals should have access. 

c. Verify the Integrity of the Image: Before storing the disk image, its integrity 
should be verified using a hash function such as SHA-256 or MD5. This hash 
value should be recorded and stored separately from the disk image itself to 
ensure its authenticity. 

d. Use Encryption: Using encryp�on protects the confiden�ality of the data by 
ensuring only an authorized individual can access it. If the disk image contains 
sensitive information, it should be encrypted to prevent unauthorized access. 
Full-disk encryption or file-level encryption can be used to protect the data on 
the disk image.  

e. Backup: Backup is always recommended to ensure evidence remains secure and 
intact in case of unforeseen events, such as data corrup�on or loss. Regular 
backups of the disk image should be created and stored in mul�ple loca�ons to 
ensure the preserva�on of evidence in case of data loss or corrup�on. These 
backups should also be encrypted and stored securely. 

f. Document the Preservation Process: Documenta�on and its chain of custody 
ensures admissibility of the evidence in court and should include details such as 
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who created the disk image, when, and who has access. The preservation 
process should be thoroughly documented to ensure that it can be reproduced 
and verified in the future. This documentation should include details such as the 
date and time of the preservation, the tools and methods used, and the 
personnel involved in the process.  
 

4. How will using this tool help you in your case against Rupert? 
 
Autopsy is an open-source digital forensic tool that allows forensic analysts to analyze 
images and file systems and inves�gate digital evidence in a user-friendly interface, using 
advanced tools for data recovery, search, and indexing of files and metadata. Using file 
analysis, it can iden�fy suspicious or incrimina�ng data by analyzing various file types 
and metadata informa�on.  This can help inves�gators iden�fy files Rupert accessed or 
modified shortly before or a�er the alleged the� occurred. 
 

5. From Autopsy, you could see the file names in the DT Watch folder. Many 
of them are identical to the sensitive files on the research and development 
server that was breached, including the smartwatch_schematic3.png file 
that the host-based intrusion detection system (HIDS) detected was being 
copied to a remote host. You could also view these files and verify that they 
contain sensitive information—including the smartwatch schematic and 
other smartwatch-related content. These are all files that Rupert does not 
have authorization to view, much less copy off the server. Considering all of 
your work so far, how confident are you of Rupert's involvement in the 
incident? Justify your position with evidence. 
 
The next page shows a list of files found in the USB that may serve as evidence to 
confirm Rupert’s involvement in the incident:  
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Based on this evidence, including the fact that the sensi�ve files from the research and 
development server were found in the DT_Watch folder, it appears highly likely that 
Rupert was involved in the incident of stealing sensi�ve informa�on. The following 
evidence supports this posi�on:  

● File names: Autopsy revealed that many of the file names in the DT_Watch 
folder on Rupert's USB drive were iden�cal to the sensi�ve files on the research 
and development server that was breached. This suggests that Rupert had access 
to the sensi�ve files on the server and deliberately copied them to his USB drive. 
● HIDS alert: The host-based intrusion detec�on system (HIDS) detected 
that the smartwatch_schema�c3.png file was being copied to a remote 
host. This file was found on Rupert's USB drive, further sugges�ng that he 
was involved in the incident. 
● File contents: Upon viewing the files in the DT_Watch folder, it was 
confirmed that they contained sensi�ve informa�on, including the 
smartwatch schema�c and other smartwatch-related content. Rupert does 
not have authoriza�on to view or copy these files, providing further 
evidence of his involvement in the incident. This may suggest Rupert obtained 
privileged access to the DT_Watch folder which means he possibly had some 
access to the research and dev server. 

Overall, the evidence gathered from Autopsy and the HIDS alert strongly suggest that 
Rupert was involved in the incident of stealing sensi�ve informa�on from the research 
and development server. The file names, contents, and HIDS alert all point to Rupert as 
the culprit. 

6. The team is looking to establish a motive. They've interviewed some of 
Rupert's coworkers, some of whom reveal that Rupert appeared frustrated 
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with his job. He believed that he was underpaid and treated poorly by his 
bosses. They claim that only a few days ago, Rupert mentioned that he was 
offered a job by a competitor. Given the nature of the evidence you've 
analyzed, what would you suggest Rupert's intentions were? 

Based on the evidence analyzed, it is possible to suggest that Rupert's inten�ons were to 
steal sensi�ve informa�on from the research and development server and poten�ally 
sell it to a compe�tor. The following points support this sugges�on: 

● Copying sensi�ve files: Autopsy revealed that Rupert had copied sensi�ve files 
from the research and development server onto his USB drive. This suggests that 
he intended to take the informa�on with him. Also note the creation date/time 
of the files in the USB. All of these sensitive company files transferred to his USB 
drive on 2/20/2015 was done in under 10 minutes.  
 
● File names and contents: The sensi�ve files that Rupert copied were related to 
smartwatch technology. Given that he was frustrated with his job and believed 
that he was underpaid, it is possible that he intended to sell this informa�on to a 
compe�tor for financial gain. A notable file could be the Word document, 
FUN_STUF.DOC, confirms Rupert’s frustrations with his job:  

 

 
● Offer from a compe�tor: Rupert's coworkers reported that he had men�oned 
being offered a job by a compe�tor just a few days before the incident. This 
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raises the possibility that he intended to use the stolen informa�on to impress 
his poten�al new employer or to secure a higher salary or beter job offer. On 
2/23/2015, 3 days after the transfer of sensitive files to his USB drive, a Word 
document titled MY_CONTR.DOC was added: 
 

 
This may or may not be noteworthy, but it appears to be a contract dated back in 
2013, which may suggest Rupert having had done this for a while, or it may not 
mean anything related to this case. Overall, while it is impossible to know for 
certain what Rupert's inten�ons were without further evidence, the combina�on 
of his frustra�on with his job, the nature of the stolen informa�on, and the offer 
from a compe�tor suggest that his inten�ons may have been to steal the 
informa�on for financial gain or to use it to secure a beter job offer. 


